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ABSTRACT In the realm of the Industrial Internet of Things (IoT) and Industrial Cyber-Physical Systems
(ICPS), Digital Twins (DTs) have revolutionized the management of physical entities. However, existing
implementations often face constraints due to hardware-centric approaches and limited flexibility. This
article introduces a transformative paradigm that harnesses the potential of distributed digital twins as
proxies, enabling software-centricity and unlocking composability and flexibility for purpose-oriented
digital twin development and deployment. The proposed microservices-based architecture, rooted in
service-oriented architecture (SOA) and microservices principles, emphasizes reusability, modularity, and
scalability. Leveraging the Lean Digital Twin Methodology and packaged business capabilities expedites
digital twin creation and deployment, facilitating dynamic responses to evolving industrial demands.
This architecture segments the industrial realm into physical and virtual spaces, where core components
are responsible for digital twin management, deployment, and secure interactions. By abstracting
and virtualizing physical entities into individual digital twins, this approach lays the groundwork for
purpose-oriented composite digital twin creation. Our key contributions involve a comprehensive exposition
of the architecture, a practical proof-of-concept (PoC) implementation, and the application of the architecture
in a use-case scenario. Additionally, we provide an analysis, including a quantitative evaluation of the proxy
aspect and a qualitative comparison with traditional approaches. This assessment emphasizes key properties
such as reusability, modularity, abstraction, discoverability, and security, transcending the limitations of
contemporary industrial systems and enabling agile, adaptable digital proxies to meet modern industrial
demands.

INDEX TERMS OT virtualization, distributed digital twin as proxy, edge, cloud, composition, flexibility.

I. INTRODUCTION

The emergence of the Internet of Things (IoT) has introduced
a new era of connectivity and data-driven decision-making
across various domains [1], [2]. In this context, the Industrial
IoT (IIoT) has surfaced as a transformative force, reshaping
the landscape of industrial processes and systems [3], [4].

The associate editor coordinating the review of this manuscript and

approving it for publication was Stefano Scanzio

Central to this evolution is the concept of digital twins [5],
atechnology that has gained notable dominance in the context
of IIoT. Digital twins represent the virtual counterparts of
physical entities, offering an accurate depiction of their real-
world counterparts, enabling real-time monitoring, analysis,
and control [6].

As digital twin technology continues to evolve, it plays a
pivotal role in the field of industrial cyber-physical systems
(ICPSs) [7], bridging the gap between the physical and
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digital worlds. Digital twins serve as dynamic, data-rich rep-
resentations of physical entities, providing valuable insight
and facilitating decision-making across industries such as
manufacturing [8], [9], [10], [11], healthcare [12], [13],
transportation [13], [14], IoT and CPS [15], [16], [17],
[18], [19], [20], [21], and more [22], [23], [24], [25], [26],
[27], [28].

Although the foundational role of digital twins in industries
is evident, advancements in this technology have paved the
way for even more intricate systems. This paper sets the
stage for our exploration of the concept of distributed digital
twins as proxies and their role in unlocking composability
and flexibility for the development and deployment of
purpose-oriented composable digital twins.

Despite the promises of IoT and digital twins, their
complexities are deeply embedded in the history of industrial
evolution, and as such, several challenges persist in the
industrial domain [29], [30], [31]. Traditionally, indus-
trial systems have been hardware-centric, characterized by
isolated, vendor-specific, and purpose-built solutions [32].
These systems often suffer from vendor lock-in, limited
interoperability, and high development costs [33].

The convergence of Information Technology (IT) and
Operational Technology (OT) not only brings challenges of
integration but also requires a shift to a new paradigm from
hardware-centric to software-centric solutions. Hence, intro-
ducing new functionalities or adapting to changing industries
involves extensive investigations into hardware entities, inter-
faces, protocols, and integration mechanisms, making the
process time-consuming and resource-intensive [34], [35].
This underscores the constant change in the industrial
domain, where adaptation and innovation are imperative.

In the context of enabling a significant shift from hardware-
centric to software-centric industrial systems, the concept
of virtualization functions as a key catalyst [36]. Just as
virtualization has revolutionized IT [37], with the widespread
use of virtual machines (VMs) and containers, it plays
a transformative role in the OT landscape. Virtualization
in OT facilitates the abstraction of physical entities into
digital counterparts, allowing for standardized communi-
cation, interoperability, and the seamless integration of
devices, even when they may not be inherently IP-ready.
This approach aligns perfectly with our software-centric
philosophy, where distributed digital twins, acting as proxies,
bridge the gap between the physical and virtual spaces at the
edge [38], [39], [40], unlocking composability and flexibility
in industrial systems.

Thus, the scope of our work focuses on addressing
challenges in existing industrial systems. These challenges
largely result from the limitations of hardware-centric
approaches. Hence, by advocating for a shift from hardware-
centric to software-centric solutions empowered by digital
twins, we explore how digital twins, acting as proxies,
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can serve as modular software representations of physical
entities. This facilitates the development of flexible and com-
posable digital twins for evolving industrial needs. By doing
s0, we aim to harmonize the IT and OT domains, fostering
interoperability, flexibility, and composability in industrial
systems. This shift not only addresses current challenges
but also holds the promise of more agile, adaptable, and
cost-effective industrial systems [35].

Our solution is built on the foundation of the funda-
mental properties of a digitalized environment: reusability,
modularity, loose coupling, adaptability, dynamism, auton-
omy, discoverability, abstraction, scalability, openness, and
development cost [41], [42]. These properties not only drive
the design and development of advanced digital systems
but also collectively form the backbone of a composable
and flexible architecture [43]. To attain this objective,
we adopt the principles of Service-Oriented Architecture
(SOA) [44], [45] and microservices [46], [47], which are
renowned for their modular and scalable nature. Additionally,
we employ the Lean Digital Twin Methodology (LDTM) to
create and develop distributed digital twins efficiently [48].
To expedite the process, we employ the Packaged Business
Capability (PBC) approach [49] to rapidly construct and
deploy digital twins as proxies.

In this article, our innovations and contributions are as
follows:

o We propose an architecture that incorporates the prin-
ciples of composability and flexibility. It effectively
categorizes the industrial space into two domains: a
physical space (PS) and a virtual space (VS). The
architecture allows for the development and deployment
of purpose-oriented digital twins, utilizing distributed
digital twins as proxies.

¢ Our Proof of Concept (PoC) implementation showcases
the practical realization of the proposed architecture.
It features VS core components such as the Digital Twin
Registry (DTR), Orchestrator, Authenticator, and Digi-
tal Twin Image Repository (DTIR), along with a PBC
application template for the creation and deployment of
digital twins as proxies.

« We exemplify our proposed architecture through a
practical use-case scenario, showcasing its application
in achieving purpose-oriented digital twin development
and deployment.

« To conclude, we provide both quantitative and qualita-
tive analysis, showcasing the potential benefits of our
approach in addressing both contemporary and future
industrial challenges.

Each of these contributions represents a stepping stone
towards harnessing the capabilities of distributed digital twins
as proxies and furthering the domain of composable digital
twins. Drawing from these contributions, our work presents a
solution to the challenges facing modern industrial systems,
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empowering them to transition from hardware-centric to
software-centric adaptability. In doing so, we offer a plan
for how purpose-oriented digital twins can be designed and
applied to effectively address the demands of a constantly
changing industrial landscape.

The article is organized as follows: Section II provides
a summary of related research efforts on digital twin
architectures. Next, Section III presents the conceptual model
for the demarcation of industrial space and types of digital
twins. Building on this groundwork, Section IV introduces
the proposed distributed digital twin architecture and its key
components. To demonstrate feasibility, Section V details a
proof-of-concept implementation. The architecture’s utility
is then showcased through a practical use-case scenario
in Section VI. Finally, Section VII provides both quantitative
and qualitative analysis to evaluate the architecture and its
benefits.

Il. RELATED WORK

In the discipline of distributed digital twins, several research
endeavors have explored diverse architectural models and
applications. In this section, we summarize related work in
the context of our proposed architecture.

The work [50] focuses on utilizing Industrial Internet
of Things (IIoT) technologies to design a digital twin
architecture. It emphasizes the importance of IIoT for sensing
and actuating in physical processes and proposes the use
of the OPC UA communication protocol for data exchange.
While this work addresses IIoT integration, it does not
delve into the composability and flexibility aspects that our
architecture emphasizes.

Another significant contribution [51], introduces the
concept of Edge Digital Twins and highlights a flexible and
modular architecture. This architecture extends the role of
digital twins to support last-mile digitalization and interop-
erability. While it addresses modularity and flexibility, our
proposed architecture specifically targets purpose-oriented
digital twins.

The architecture [52] aims to enable collaborative digital
ecosystems through composite digital twins. It focuses
on addressing challenges related to trust, interoperabil-
ity, and security in collaborative environments. Our work
also supports composable digital twins but emphasizes
purpose-oriented development and deployment.

Open-source approaches have also been explored for the
design and implementation of digital twins in smart manu-
facturing [8]. By providing flexible, open-source solutions,
researchers aim to overcome the limitations associated with
closed systems. These initiatives encourage a more open
and adaptable approach to digital twin development in smart
manufacturing contexts.

Furthermore, the advent of cloud-based Cyber-Physical
Systems (CPS) has led to the development of the C2PS digital
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twin architecture reference model [19]. C2PS demonstrates
its versatility through the generation of complex system-of-
systems and practical applications, such as vehicular domain
assistance.

The concept of Digital Twin as a Proxy (DTaaP) has been
proposed to address challenges in industrial cyber-physical
systems (ICPSs) [53]. By implementing a four-layer archi-
tectural model, DTaaP aims to enhance energy efficiency,
security capabilities, and device availability. The integration
of Eclipse Ditto as an open-source digital twin framework
showcases the potential of DTaaP in improving ICPSs.

Moreover, empowering existing frameworks with digital
twin capabilities is also a recognized trend. For instance,
the Eclipse Arrowhead Framework (EAF) [54] has been
augmented with DTaaP, aiming to enhance energy efficiency,
service availability, and security capabilities for industrial
automation [55].

The Digital Twin as a Service framework introduced
in [56], offers a platform for creating and using digital
twins efficiently. While it streamlines digital twin operations,
our architecture extends beyond this, concentrating on the
composability and flexibility of digital twins for various
purposes by enabling software-centricity.

The importance of achieving interoperability among digital
twins is addressed in [57], where a flexible transformation
system is proposed. This system enables file- and API-based
information exchange among digital twins, offering a bidi-
rectional approach. The customization of transformation
systems enhances interoperability and supports advanced
IIoT use cases [57].

A generic digital twin architecture for industrial energy
systems, known as the Generic Digital Twin Architec-
ture [24], has been developed to align with industry standards
such as the Reference Architecture Model Industry 4.0
(RAMI4.0) [58]. This technology-independent architecture
demonstrates its relevance to the purpose-oriented deploy-
ment of distributed digital twins [24].

The OpenDT framework introduces a novel approach
to service publication and discovery using remote pro-
grammable digital twins [59]. This framework, designed to
support entity publication and discovery, allows users to
create mashups and applications using digital twin services.

The IoTwins project, discussed in [60] and [11], aims
to develop hybrid digital twins for manufacturers, primarily
focusing on predictive maintenance. By integrating data
from various sources and creating virtual representations of
physical products and processes, manufacturers can benefit
from advanced maintenance capabilities.

In summary, while the aforementioned research con-
tributions are significant in the field of digital twins,
our proposed architecture distinguishes itself by placing
particular importance on the concepts of composability,
flexibility, and purpose-driven development and deployment

137579



IEEE Access

A. Aziz et al.: Distributed DTs as Proxies-Unlocking Composability and Flexibility

Industrial Space

Virtual Space

cDT3

cDT2 cDT1

[ Physicall Space )

|PE3Ij |PE1I] |PEI]

FIGURE 1. Concept model of digital twins within industrial space.

of digital twins facilitated through distributed digital twins as
proxies.

IlIl. CONCEPTUAL MODEL

This section aims to elucidate our interpretation and percep-
tion of foundational constructs, establishing a coherent basis
for the subsequent articulation of the proposed architecture’s
core tenets. The conceptual model can be seen in Fig. 1.

A. INDUSTRIAL SPACE DEMARCATION

A distinguishing facet lies in the demarcation of the industrial
space into two realms: the Physical Space (PS) and the
Virtual Space (VS). This division serves as a fundamental
cornerstone for facilitating the seamless integration of phys-
ical and digital elements within the industrial landscape. The
following key attributes highlight the essential characteristics
of each space:

« Physical Space (PS):

-- Comprises tangible entities, including physical
devices, machinery, and equipment.

-- Serves as the foundational layer for the integration
of hardware components within the industrial
ecosystem.

- - Represents the physical manifestations of the opera-
tional characteristics and functionality of industrial
infrastructure.

« Virtual Space (VS):

-- Encompasses digital counterparts of physical
entities, operational models, and computational
frameworks.
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-- Provides a digital emulation of the industrial
landscape, facilitating digital representations of
physical elements.

-- Serves as the medium for deploying digital twins,
enabling virtualized representations of physical
entities and processes.

This clear demarcation of the industrial space into distinct
physical and virtual realms lays the groundwork for the
subsequent delineation of types of digital twins and their
dynamic interplay within our proposed architecture.

B. DIGITAL TWIN

The concept of the digital twin (DT) has garnered significant
attention in industrial applications, representing the virtual
counterpart of physical entities. While the literature presents
various conceptions of digital twins, our work categorizes
them into two distinct types: Individual Digital Twin (iDT)
and Composite Digital Twin (cDT).

« Individual Digital Twins (iDT): These DTs are tailored
for one-to-one mappings of singular physical entities
into their corresponding digital counterparts. By cap-
turing the essence of individual physical entities, iDTs
form the foundation for establishing a software-centric
industrial landscape.

o Composite Digital Twins (cDTs): In contrast, cDTs
emerge from the composition of multiple iDTs. These
c¢DTs employ a many-to-many (N:N) mapping strategy,
uniting several iDTs to create a comprehensive and
multifaceted digital representation. They serve specific
purpose-oriented solutions, symbolizing the collabo-
ration of diverse industrial elements. For example,
a ¢cDT might represent an entire manufacturing line by
combining the iDTs of its constituent machines, sensors,
and control systems.

The division of DTs into iDTs and cDTs offers several
advantages within our proposed work. This division enables
a fine-grained and dedicated representation of individual
physical entities, which is essential for realizing software-
centric solutions. At the same time, the capability to compose
these iDTs into cDTs enhances flexibility, reusability, and
adaptability, thereby facilitating the development of versatile,
purpose-oriented digital twins.

C. COMPOSABILITY & FLEXIBILITY

In the context of our proposed architecture, achieving
composability and flexibility stands as a crucial objective,
essential for adapting to the dynamic and evolving demands
of the industrial landscape. Composability refers to the ability
to seamlessly integrate and combine different components,
allowing for the creation of multifaceted solutions from
modular parts. Flexibility, on the other hand, signifies the
capability to adapt and respond to changing requirements
efficiently.
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The utilization of service-oriented architecture (SOA)
and microservices plays a pivotal role in facilitating com-
posability and flexibility by enabling the construction of
complex systems from discrete, independent services. SOA
emphasizes the creation of loosely coupled, interoperable
services that can be easily integrated to fulfill diverse
industrial requirements. Microservices further reinforce this
approach by advocating the development of small, indepen-
dently deployable services that collaborate to deliver complex
functionalities.

Composability and flexibility offer several key benefits,
particularly in the context of software-centricity. They
promote modularity, scalability, and agility, ensuring that the
architecture remains adaptable to changes in the industrial
environment and technology landscape. They also foster a
high degree of autonomy and interoperability among digital
components, facilitating seamless communication and data
exchange, ultimately leading to enhanced software-centric
solutions for industries.

IV. PROPOSED ARCHITECTURE

The proposed architecture is a strategic initiative geared
toward unlocking the inherent potential of composability
and flexibility for purpose-oriented digital twins. Building
upon the conceptual groundwork established in Section III,
which defines the industrial space and characterizes digital
twin types, the architecture signifies a crucial advancement
in the realization of a dynamic and adaptable industrial
system. Fig. 2 provides an illustrative depiction of the key
components and their interconnections within the proposed
architecture, emphasizing the indispensable role of Individual
Digital Twins (iDTs) as proxies, anchoring the transformation
of software-centric industrial systems.

In this architecture, the industrial space is divided into two
primary segments: the Physical Space (PS) and the Virtual
Space (VS). The PS consists of physical entities (PEs), while
the VS is the digital environment where digital twins reside.
The interface between them is facilitated by Industrial Com-
munication Gateways (ICGs), capable of handling various
industrial protocols (e.g., OPC-UA, Modbus, and MQTT).
These ICGs ensure uninterrupted and secure data exchange
between the PEs in the PS and their corresponding digital
twins in the VS, emphasizing the architecture’s commitment
to seamless integration and data interoperability across both
segments.

A. VIRTUAL SPACE CORE COMPONENTS

Within the Virtual Space (VS), a suite of core components
is instrumental in orchestrating the seamless amalgamation
and oversight of digital twins (DTs) and associated services.
Grounded in the tenets of SOA and microservices, these
components provide a flexible system, catering to the
sophisticated needs of modern industrial environments.
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FIGURE 2. lllustrative representation of the proposed architecture.

1) DIGITAL TWIN REGISTRY (DTR)

The Digital Twin Registry (DTR) serves as a repository, facil-
itating the efficient cataloging and discovery of digital twins
and their corresponding services within the architecture.
It adheres to the principles of SOA, fostering loose couplings
between digital twins and services, thereby promoting the
composability of purpose-driven digital twins. The DTR
extends the service registry concept in SOA by not only
managing service endpoints but also encapsulating detailed
digital twin information, facilitating efficient discovery and
management in the VS.

2) AUTHENTICATOR

The role of the Authenticator within the architecture is
paramount, ensuring robust authorization and authentication
strategies for secure communication within the VS. In the
realm of Microservices security, it surpasses basic authentica-
tion functions by securing interactions not only at the service
level but also by ensuring authenticated & authorized access
to digital twins, enhancing overall system security. This
component aligns with the overarching goal of maintaining
the stability and security of the VS, thereby fortifying the
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TABLE 1. Summary of virtual space core components.

Component Responsibilities

Benefits

Digital Twin Registry (DTR)
associated services.

Cataloging and discovery of digital twins and

Streamlined access, management, and com-
posability of purpose-driven digital twins.

Authenticator

Ensuring robust authorization and authentica-
tion strategies for secure communication.

Enhanced security and stability within the
Virtual Space, safeguarding against potential
threats and unauthorized access.

Digital Twin Image Repository

Management of microservices throughout the

Flexible versioning and access rights, promot-

(DTIR) digital twin lifecycle. ing modularity and efficient management of
digital twin functionalities.
Orchestrator Coordination and oversight of microservices | Streamlined deployment, automation, and

and digital twin components.

scalability, fostering efficient communication
and collaboration among digital components.

industrial ecosystem against potential security threats and
unauthorized access.

3) DIGITAL TWIN IMAGE REPOSITORY (DTIR)

The Digital Twin Image Repository serves as a compre-
hensive management system, housing and supervising the
lifecycle of microservices associated with digital twins.
Unlike conventional microservices repositories, the Digital
Twin Image Repository stores more than just service
artifacts; it manages digital twin representations, enabling
efficient versioning, retrieval, and deployment of digital twin
instances, contributing to the flexibility and agility of the
architecture. It fosters a structured approach to digital twin
functionality, emphasizing modularity and management of
these essential components.

4) ORCHESTRATOR

The Orchestrator in the proposed architecture functions as
the central manager responsible for the deployment and
management of microservices. Its role aligns closely with
the principles of SOA and microservices, contributing to the
overall software-centricity. By orchestrating the deployment
of distributed digital twins as microservices, the architecture
achieves a high degree of composability and flexibility, allow-
ing individual components to be combined and reconfigured
to fulfill specific industrial purposes.

Table 1 summarizes the key responsibilities and benefits of
the core components within the VS, highlighting their pivotal
roles in enabling the architecture’s flexibility and robustness
within the industrial landscape.

B. iDTS AS PROXIES

The key role that iDTs serve as proxies within the proposed
architecture is essential for facilitating the transition from
hardware-centricity to software-centricity, achieving a fun-
damental abstraction of physical entities within the virtual
space (VS). Embracing the principles of virtualization and
abstraction, iDTs establish a secure and adaptable interface
that translates the complexities of physical entities into
well-structured digital counterparts. It’s important to note that
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there exists a one-to-one mapping between a specific iDT
and its corresponding PE, ensuring a precise and tailored
representation. The nature of this linkage can fluctuate, with
some being unidirectional, while others require bidirectional
communication, depending on the specific requirements
of the PE being mapped as an iDT. We can define this
association, a(iDT, PE), as:
. PE — iDT if unidirectional
a(PE, iDT) = 1)
PE < iDT if bidirectional
Functioning as reusable and encapsulated microservices,
iDTs promote a modular approach to the architecture,
emphasizing their agility and adaptability in addressing
specific industrial demands while laying the groundwork for
the seamless composition of higher-level purpose-oriented
digital twins, highlighting the importance of composability
and flexibility. As integral components of the Virtual Space,
iDTs serve as the nucleus, driving the architecture’s software-
centric ethos and enabling the efficient management and
integration of digital twins for diverse industrial applications.

C. PURPOSE-ORIENTED cDTS

Within the proposed architecture, Purpose-Oriented Compos-
ite Digital Twins (cDTs) serve as the cornerstone for address-
ing industrial challenges, requirements, and objectives with
precision and agility. The development of purpose-oriented
c¢DTs is rooted in the seamless composition of a collection of
iDTs, strategically integrated to create comprehensive digital
representations tailored for industrial purposes. Formally,
when confronted with a particular purpose denoted as (P),
our cDT tailored for that purpose, referred to as c¢DTp,
is thoughtfully a composition (D) of a collection of iDTs:

n
cDTp = P iDT; )

j=1
Operating as microservices, purpose-oriented cDTs pro-
vide high-level services by leveraging the composition of
iDTs, effectively combining their functionalities to cater
to complex industrial scenarios. The integration of iDTs
into purpose-oriented cDTs, emphasizes the modularity and
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reusability of digital components within the architecture.
By employing this, the architecture enables the seamless
orchestration and deployment of purpose-oriented digital
twins, ensuring a streamlined and efficient approach to
addressing diverse industrial objectives and challenges.

V. PROOF-OF-CONCEPT IMPLEMENTATION

The Proof of Concept (PoC) of the proposed architecture
represents the practical manifestation of our architectural
vision, aligning with the core principles of service-oriented
architecture (SOA) and microservices. In this section,
we detail the implementation methodologies, VS core com-
ponents development, and digital twin instantiation within
the VS. Notably, it is essential to emphasize that our PoC
focuses exclusively on the VS, while the Physical Space
remains beyond the scope of this work. For the simplicity of
our PoC, we chose MQTT as the industrial communication
gateway (ICG) to establish communication between PE
and DT as it is an efficient data integration choice in
industries [61].

A. IMPLEMENTATION METHODOLOGY

The successful execution of the PoC necessitated the adoption
of specific implementation methodologies, ensuring the
effective development and deployment of the architecture’s
key components within the VS. Leveraging the distinctive
nature of the PoC, we combined two essential methodologies
to guide the development process: the Lean Startup Method-
ology (LSM) [62], [63], [64], [65] for VS core components
and the Lean Digital Twin Methodology (LDTM) [48] for
digital twin development. These methodologies provided a
structured framework for efficient and iterative development,
enabling us to harness the full potential of the proposed
architecture.

In particular, the LSM guided the custom development of
the VS core components, emphasizing rapid prototyping and
an agile approach. This streamlined development expedited
the process and maintained a sharp focus on necessary
functionalities, ensuring their seamless integration.

Concurrently, the implementation of iDTs as proxies
and purpose-oriented cDTs relied on the application of the
modified LDTM. This methodology, visually represented
in Fig. 3, is adapted from LSM and integrates the principles
of the facets described earlier. The methodology involves the
following formalized steps:

1) Define Purpose: Each digital twin, represented as DTj,
has a purpose, p;. Let P represent the set of all such
purposes such that p; € P. We begin by clearly
identifying the purpose of the digital twin, and aligning
it with specific use cases and objectives.

2) Identify Solution and Technologies: For each digital
twin DT;, there’s a chosen subset of technologies
T; from a set T of all available technologies.
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FIGURE 3. Modified lean digital twin methodology.

Next, we prioritize existing solutions, but when
necessary, create custom ones tailored to the unique
requirements of each digital twin.

3) Decide Features: Each digital twin DT; encompasses a
specific set of features F;. Let F be the set of all possible
features, making F; € F. At this stage, we decide on
the essential features that the digital twin will need to
fulfill its defined purpose.

4) Implement Digital Twin: This involves an implemen-
tation function I(DT;, T;, F;), which operationalizes
the digital twin using the chosen technologies 7; and
features F;.

5) Instantiate and Integrate DT in VS: Once instanti-
ated, each digital twin DT; becomes an integral part of
the Virtual Space VS, leading to VS = VS U DT;. This
ensures that the digital twin can seamlessly interact
with other components and digital twins, reinforcing
the principles of the proxy.

6) Testing and Improvement: This step involves a
feedback loop. Let R(DT;) be a function that checks if
the digital twin DT; meets all set requirements. As long
as R(DT;) # (¥, improvements are continuously made
to DT; to ensure alignment with necessary architectural
requirements.

In line with our core idea of promoting software-centricity
through the concept of proxies, the LDTM provides a
structured approach for developing and deploying iDTs as
proxies for specific PEs. Instead of creating a single iDT
as a proxy, we adopted the concept of Packaged Business
Capability (PBC), where we conceptualize the iDT as a PBC
for Proxies (PBC-iDT). This approach enables the efficient
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reuse and deployment of PBC-iDTs for various devices,
customizes development costs, and aligns with a standardized
yet adaptable development process

TABLE 2. Summary of implementation methodologies.

Methodology| Applied for Reason for Selection
LSM VS Core | Agile development,
Components responsiveness to
evolving requirements.
LDTM Digital Twin | Adopted for the
Creation systematic creation
and deployment of
digital twins, promoting
modularity, reusability,
and scalability.
PBC iDT as Proxy | Streamlined iDT develop-
ment and enhanced flexi-
bility for iDTs creation.

Moreover, for the development of purpose-oriented cDTs,
the LDTM offered a framework for the development.
By following the defined steps of the LDTM, we ensured
the systematic and purpose-driven development of each cDT.
This strategic alignment with the LDTM fostered a holistic
development approach, reflecting our commitment to deliv-
ering purpose-driven and adaptable digital twins within the
proposed architecture.

B. IMPLEMENTING VS CORE COMPONENTS

The choice of implementing the core components of VS was
guided by the principle of selecting the most suitable tech-
nology for each part according to the specific requirements.
In doing so, we were able to utilize existing open-source
solutions where applicable, thereby improving development
efforts and fostering an environment of reusability and mod-
ularity. The implementation scheme for VS core components
is shown in Fig. 4

For the VS core components, our requirements dictated
different approaches. The Orchestrator and DTIR, integral
to the setup process, were identified as components that
would benefit from the use of containerization technologies.
In this regard, we employed Docker technologies, including
Docker Compose, and established a local Docker repository.
These choices align with the architecture’s emphasis on
microservices, composability, and flexibility. Docker tech-
nologies provided the means to create portable, containerized
instances of the orchestrator and DTIR, facilitating their
deployment and ensuring compatibility with a diverse range
of environments.

In contrast, the development of the Digital Twin Reg-
istry (DTR) and the Authenticator, which are actively used
during runtime, warranted a tailored approach. Node.js
was chosen as the development platform for these com-
ponents, primarily due to its lightweight and efficient
nature, perfectly aligning with the architecture’s emphasis
on composability and flexibility. The REST API endpoints
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FIGURE 4. Implementation scheme for vs core components.

TABLE 3. DTR RESTful APIs.

API Endpoint
POST /register

Description

Registers a new digital twin in-
stance.

Discovers all registered digital
twin instances.

Discovers a specific digital twin
instance by ID.

Retrieves services provided by a
specific digital twin.

Updates the metadata and at-
tributes of a digital twin.
Unregisters a digital twin in-
stance.

GET /discover
GET /discover/:dtld
GET /services/:dtld
PUT /update/:dtld

DELETE /unregister/:dtld

provided by DTR are documented in Table 3, offering
the foundation for managing digital twins and services
efficiently. The development of a custom Authenticator,
on the other hand, was focused on delivering authorization
and authentication strategies to ensure secure communication
within the VS.

Table 4 outlines the implementation approach for each VS
core component, along with the rationale and benefits guiding
the choice of each method.
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TABLE 4. Summary of vs core components implementation, a = During run-time, b = During setup.

VS Core Component | Implementation Rationale for Approach Existing Alternatives
Approach

Digital Twin Registry | Custom Node.js Ap- | Tailored functionality and integration. IoT platforms, Registries

(DTR)“ plication such as Consul [69]

Authentication® Custom Node.js | Simplified authorization and authentica- | Third-party identity
Middleware tion strategies ensuring secure commu- | providers e.g., OpenlD,

nication within the Virtual Space. oAuth 2.0
Orchestrator? Docker Compose Portability, containerization, and compat- | Kubernetes, Docker Swarm

ibility with diverse environments, in line
with SOA/microservices principles.

DT Image Repository
(DTIR)®

Docker Local Reg-
istry

Facilitating deployment and management
of DT images, aligning with the architec-
ture’s modularity and flexibility.

Docker Hub, Container reg-
istries

C. IMPLEMENTING PBC-iDT FOR PROXIES

In alignment with our emphasis on enabling software-
centricity and fostering composability for higher-level,
purpose-oriented cDTs, the implementation of iDTs as
proxies plays a key role within the VS. The core rationale
behind developing the Packaged Business Capability for
iDTs (PBC-iDT) is to standardize the abstraction of diverse
physical entities into the digital realm, ensuring a uniform
representation in line with our software-centric approach. The
adoption of PBC-iDT streamlines the process of develop-
ing and deploying iDTs while promoting consistency and
reusability, facilitating efficient composability for creating
purpose-oriented cDTs.

This PBC-iDT, developed using Node.js, serves as a crucial
intermediary within the architecture. Operating based on
a JSON model representing a Physical Entity (PE), the
PBC-iDT module leverages this model to instantiate and
seamlessly integrate the specific iDT within the VS. To ensure
a cohesive and standardized approach to representing diverse
PEs, we opted to standardize the structure of the JSON model,
encapsulating essential attributes, properties, services, and
required configurations. The JSON model of any PE should
adhere to the format shown in the List. 1.

-~

"dtname": "DigitalTwinName",
"dtid": "DigitalTwinId",
"peid": "PhysicalEntityID"
"attributes":{
"owner" : "OwnerName",
"version": 1.0,

+
"sensedProperties" : ["AllSensingProperties", ... 1,
"controlCommands": ["AllControlCommands", ... ],
"connectivity": {

"host" : "localhost",

"topic" : "someTopic",

i e
DU WN P OWOW®OIOU S WNR-

List. 1: JSON model of physical entity.

The description of the model is as follows:

o dtname: The name of the digital twin.
« dtid: A unique identifier for the digital twin.
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« peid: A unique identifier for the associated pe.

« attributes: A dictionary of attributes, such as owner-

ship, versioning, etc.

« sensedProperties: An array of sensing properties asso-

ciated with the pe.

« controlCommands: An arraye of control commands for

the pe.

« connectivity: Details for establishing connectivity, such

as the host and topic.

The implementation of PBC-iDT lies at the heart of
our strategy to enable software-centricity within the VS.
Designed as a dynamic bridge between the PEs and their
digital counterparts, the PBC-iDT functions as a compre-
hensive microservice. Its implementation is grounded in
a detailed pseudo algorithm that systematically executes
various functions, as described in Algorithm 1.

Algorithm 1 Pseudo Algorithm of PBC-iDT

Require: PE model as jsonModel

Ensure: iDT as Proxy of this PE is instantiated and

integrated into the VS

dtBaseModel < Parse(jsonModel)

sensedProperties < dtBaseModel.sensedProperties

controlCommands < dtBaseModel.controlCommands

connectionDetails < dtBaseModel.connectivity

mgqttConnection <— ConnectMQTT(connectionDetails)

for property in sensedProperties do
CreateDatabaseCollection(property)

for property in sensedProperties do
CreateRestEndpoints(property)

R A A

for command in controlCommands do
CreateRestEndpoints(command)

. dtInstanceModel < getDTInstanceModel()

: RegisterDTinVS(dtInstanceModel) > Registering DT to

Digital Twin Registry

StartListening()

—_ =
= @

—_
W N

—_
»

> Listening for Requests

Initially, the provided PE model in JSON format
undergoes parsing, transforming it into a structured data
model, dtBaseModel (line 1). From this base model,
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TABLE 5. Iterative improvements to PBC-iDT.

Iteration | Description of Improvements
1 - Initial implementation of PBC-iDT based on
the decided PE JSON model.
- Error handling for parsing and connectivity.
- Integration of iDT into the VS.
2 - Integration of additional attributes of PE.
- Enhanced JSON model parsing for improved
data extraction.
3 - Authorized access for REST endpoints.
- Fine-tuned database interactions.
- Integration of iDT with VS.
4 - Extended JSON model to accommodate new
PE attributes.
- Authorized access improvements.
- Integration with advanced VS functionalities.

essential elements such as sensed properties, control com-
mands, and connection details are extracted (lines 2-4). Using
the connectionDetails, an MQTT connection is established
(line 5). To ensure efficient storage and retrieval of real-time
data, a database collection for each sensed property is created,
as shown in the loop in line 6. The purpose of the subsequent
loops (lines 8 and 10) is to facilitate external accessibility
and control. Specifically, line 8 focuses on creating RESTful
endpoints for each sensed property, while line 10 does the
same for each control command. Moving on from the base
model, the dtlnstanceModel is derived by augmenting the
dtBaseModel with all the REST endpoints corresponding to
its services (line 12). This enhanced model is pivotal as the
iDT is then registered in the DTR, integrating it into the VS
(line 13). In the final step, the iDT commences its listening
mode (line 14), positioning itself to supply real-time data and
action control commands upon the PE.

Designed in line with the LDTM, the PBC-iDT has
undergone four cycles of iterative refinement to ensure
its alignment with the broader architectural purpose. Such
iterative refinement is crucial to keep pace with evolving
requirements and to guarantee its robustness and adapt-
ability. These four cycles of improvement are summarized
in Table 5.

Although this PoC provides detailed insight into the
creation of digital twins for the proxy purpose through
the implementation of the PBC-iDT, the comprehensive
implementation scheme for both iDTs as proxies and other
cDTs, designed for diverse industrial purposes, can be found
in Fig. 5.

This strategic approach not only streamlines the deploy-
ment of iDTs but also amplifies the architecture’s agility
and adaptability, emphasizing the transformative potential for
software-centricity. Through the PBC-iDT implementation,
we lay the groundwork for purpose-driven compositions
and the seamless integration of diverse industrial elements,
establishing a foundation for the development of purpose-
oriented cDTs.
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FIGURE 5. Implementation scheme for digital twins.

V1. USE-CASE SCENARIO: DYNAMIC

SORTING OF PACKAGES

In this section, we delve into a use-case scenario that
illustrates the practical application and advantages of our
proposed architecture for composable purpose-oriented dig-
ital twins. This scenario centers on the dynamic sorting of
packages on a conveyor belt within an industrial setting.
This scenario is instrumental in showcasing the ability of
the proposed architecture to foster software-centricity within
industrial operations, thereby facilitating the development of
purpose-specific digital twins. It embodies the central theme
of the paper: enabling the creation of purpose-oriented cDTs
through the implementation of distributed iDTs as proxies.
We designed this use case to elucidate the pivotal concepts of
composability and flexibility, core to the functionality of our
architecture.

In a typical industrial operation, packages of diverse colors
and dimensions traverse a conveyor belt. These packages
need to be efficiently sorted and stored based on their
material composition. Conventionally, this involves a robotic
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FIGURE 6. Dynamic sorting use case scenatrio.

arm picking and placing packages into stockpiles. Our
chosen scenario setup, illustrated in Fig. 6, emphasizes the
complexity of this task. It categorizes packages into two
distinct groups: metallic (marked as ‘“‘red”’) and non-metallic
(marked as “green’’). The primary objective is to optimize the
operation of the conveyor belt and the robotic arm to ensure
efficient sorting. The scenario can be summarized as follows:

o Metallic objects (marked as “red”) are picked and
placed into the “left” stockpile.

o Non-metallic objects (marked as “green’) are picked
and placed into the “right” stockpile.

Our proposed architecture facilitates the realization of
this dynamic sorting scenario through a two-phase process,
grounded in the principles of software-centricity, compos-
ability, and flexibility.

In the initial phase, we contemplate a situation where
iDTs for the robotic arm and the conveyor belt may not
yet exist in DTIR and need to be created. This creation
and deployment process leverages the PBC-iDT, as detailed
in the PoC (Section V). The PBC-iDT approach facilitates
the rapid creation and deployment of iDTs, based on the
provided models of the robotic arm and the conveyor belt.
The description of the iDTs with their services is as follows:

1) iDT_RA: Represents the Robotic Arm PE.

e Control Command Service: Enables the robotic
arm to deposit objects in either the right or left
stockpile.

2) iDT_CB: Represents the Conveyor Belt PE.

o Sensed Service: Provides information about the
color (red or green) of the current object on the
conveyor belt.

The creation and deployment of these iDT's can be executed
by directly providing their JSON models to a PBC-iDT
Docker image and run by providing the specific model of PE
or by using the PBC-iDT image as the base image to create
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FIGURE 7. System setup for the dynamic sorting use case.

Docker images of iDT_RA and iDT_CB. These images can
be stored in the DTIR for future use.

In the second phase, we create and deploy a cDT
dynamic sorting, denoted as cDT_DS, while adhering to
LDTM as suggested PoC (Section V). The implementation
of ¢cDT_DS leverages the step-by-step scheme described
in Fig.5, highlighting the process involved in achieving the
dynamic sorting purpose. This process involves the following
steps:
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1) Define Purpose: The primary objective is to non-metallic packages based on color (red or green)
achieve dynamic sorting, categorizing metallic and into their respective stockpiles.
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TABLE 6. Performance evaluation of PBC-iDT.

Device Models Size iterations = Mean Std Min 25% 50% 75% Max
Model 1 378B 10.0 66.72 3.97 60.27 65.25 66.22 67.81 74.99
Model 2 575B 10.0 64.48 2.05 61.02 63.77 64.43 65.87 67.49
Model 3 635B 10.0 65.36 3.94 59.24 64.55 65.03 65.83 71.97
Model 4 675B 10.0 66.35 5.68 59.20 62.08 66.45 68.43 75.80
Model 5 736B 10.0 63.41 3.10 59.18 61.38 62.99 65.12 68.47
Model 6 776B 10.0 67.26 12,59 57.36 59.02 63.37 69.71 98.90
Model 7 817B 10.0 62.29 1.62 60.19 61.23 61.83 63.51 64.82
Model 8 858B 10.0 65.16 2.87 59.90 64.03 6548 66.27 70.53
Model 9 969B 10.0 63.68 5.15 57.58 59.30 62.41 67.40 73.46
Model 10 1.11KB 10.0 64.41 6.59 56.49 60.51 62.54 66.86 79.22
2) Identify Solutions and Technologies: Leveraging the iDTs Integration Time into VS
existing iDTs (iDT_CB and iDT_RA) and employ- 107 0
ing Node.js as the technology for minimal solution
implementation. 90
3) Decide Features: The cDT_DS utilizes color informa- £
tion from iDT_CB to instruct iDT_RA, enabling the E 80 5
sorting of packages at specific stockpiles. It provides s °
a feature for dynamic sorting. g 0l 8 &
4) Tmplement ¢DT DS: The cDT DS is developed £ % il i
using Node.js by composing services of iDT_CB and % @
. . . . . 4 ©
iDT_RA, allowing the execution of the dynamic sorting °° 8 T
operation. 1 2 3 4 5 6 71 8 9 10

5) Instantiate and Integrate cDT_DS in VS: Leveraging
the orchestrator, the ¢cDT_DS is instantiated and
integrated within the VS, ensuring seamless interaction
with the VS core components and iDTs.

Testing and Improvement: Test to verify the opera-
tional validity of the cDT_DS. Continuous improve-
ment efforts are suggested to enhance its performance

and adaptability.

6)

The complete use-case setup within the architecture is
shown in Fig. 7. Lastly, considering that all the DTs including
iDT_RA, iDT_CB, and cDT_DS, are stored in the DTIR, the
complete deployment sequence of iDTs and cDT, along with
their interaction with VS core components is represented as a
sequence diagram in Fig. 8 to provide holistic application of
the architecture.

VII. ANALYSIS

In this section, we delve into an analysis of the proposed
architecture, aiming to provide both quantitative and quali-
tative insights into its practical implications and significance.
We commence the evaluation with a quantitative examination
of the PBC-iDT’s operational efficiency and subsequently
provide a qualitative assessment of its contributions to the
broader industrial landscape.

A. PERFORMANCE EVALUATION OF PBC-IDT

The PBC-iDT stands as an essential element within our archi-
tecture, exemplifying the shift towards software-centricity
and flexibility. It empowers the rapid creation and deploy-
ment of iDTs as proxies for physical entities, offering a
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Device Models

FIGURE 9. PBC-iDT performance analysis.

path toward composability and purpose-driven digital twin
development. The performance of PBC-iDT becomes an
imperative metric, as it influences the speed and agility with
which iDTs can be instantiated and integrated into the VS.
To evaluate the performance of PBC-iDT, we conducted
a series of experiments focused on measuring the time
it takes for the PBC-iDT to progress from initiating the
creation of an iDT to the integration within the VS. These
experiments involved running PBC-iDT with ten distinct
device models represented in JSON format. Each device
model was run ten times and the execution time was recorded.
We conduct this quantitative analysis of PBC-iDT as a plain
nodejs microservice without utilizing the docker image to
offer a holistic perspective on the baseline performance
of the PBC-iDT in its raw form, without the potential
optimizations and overhead associated with containerization.
The experiments were conducted on a Macbook Pro (2021)
equipped with an Apple M1 Max chip and 32GB of RAM.
The results of our performance evaluation are presented
in the Table 6, providing a summary of key performance
metrics for each device model. The metrics include the
count of experiments, the mean execution time, standard
deviation, minimum and maximum execution times, and
various percentiles. These statistics offer insights into the
PBC-iDT’s consistency and efficiency across different device
models and scenarios. These quantitative results are further
visualized in a box plot, shown in Fig. 9, to provide a

137589



IEEE Access

A. Aziz et al.: Distributed DTs as Proxies-Unlocking Composability and Flexibility

TABLE 7. Qualitative comparison of architectural aspects with traditional approach.

Aspect Component(s) Description Qualitative Comparison
Reusability iDTs, ¢cDTs, iDTs, c¢DTs, and PBC-iDT are de- Traditional architectures are often characterized by rigid,
PBC-iDT signed as modular, reusable enti- single-purpose components, leading to redundant develop-
ties that can be applied across var- ment for similar functionalities. The proposed architecture
ious contexts, reducing redundant emphasizes modular design and standardized components,
development efforts. enabling efficient reuse and reducing development efforts.

Loose All The architecture facilitates  Traditional designs heavily rely on tightly integrated sys-

Coupling independent interactions among tems, making modifications complex and time-consuming.
components, reducing inter- The distributed approach of proposed architecture allows
dependencies and enabling components to interact independently, minimizing the im-
localized modifications without pact of changes on the overall system.
affecting the entire system.

Abstraction iDTs By representing physical entities Traditional designs often expose low-level system intricacies,
as iDTs, the architecture enables leading to complicated system interactions and dependen-
software-centricity, allowing seam- cies. The proposed architecture abstracts physical complex-
less integration and interaction ities into virtual representations, simplifying software inter-
with the VS. faces and minimizing direct hardware interactions.

Discoverability DTR DTR provides a centralized plat- Traditional architectures lack standardized service discov-
form for efficient discovery of dig- ery mechanisms. The proposed DTR employs a centralized
ital twins, promoting easy access registry making DTs and their services discovery efficient.
and streamlined interaction.

Security Authenticator, The Authenticator component en- Traditional systems often lack comprehensive security mea-

iDTs sures secure access, while iDTs ab-  sures, leaving components vulnerable to cyber threats and
stract physical entities to secure unauthorized access. The proposed architecture enhances
them from various threats using security by abstracting physical entities into secure digital
robust security techniques. representations and employs robust authentication mecha-
nisms through the Authenticator.

Modularity All The architecture promotes modu- Conventional systems often rely on monolithic designs, mak-
larity by allowing individual up- ing system modifications challenging and limiting scalability.
grades and replacements without The proposed architecture emphasizes service-oriented de-
disrupting the overall system, en- sign, enabling the development of self-contained microser-
suring scalability and adaptability. = vices that can be independently deployed and scaled, mini-

mizing the impact of module modifications.

Openness All The architecture embraces open Traditional systems tend to rely on proprietary solutions,
standards and interoperability, fos- leading to limited interoperability and hindering integration
tering collaboration and seamless with external platforms. The proposed architecture priori-
integration with other systems and  tizes open standards and communication protocols, enabling
platforms. seamless interaction with other systems and promoting data

sharing and collaboration.

Development  All By emphasizing modular, reusable Traditional development practices often involve high costs

Cost components and streamlined de- due to extensive custom development and complex integra-

ployment processes, the architec-
ture improves development costs
and resource utilization.

tion processes for every challenge and purpose. The pro-
posed architecture reduces development costs by leveraging
reusable components and standardized design principles,
promoting efficient resource utilization and cost-effective
development processes.

comprehensive understanding of the execution times of
PBC-iDT across the device models.

While there is inherent variability in the integration times
and sizes of the device models, indicative of the complex
dynamics at play, the PBC-iDT approach still exhibits a
noteworthy degree of consistency. This is particularly evident
in the median values and the compact interquartile ranges
observed in several device models, such as Models 2, 3, and
10. Although the standard deviations reveal fluctuations in
the instantiation and integration processes, suggesting diverse
behavior across different device models, overall performance
remains within a predictable range. This inherent variability
is an expected characteristic of sophisticated systems, yet
it does not significantly detract from the robustness of the
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PBC-iDT method. The approach demonstrates the ability to
provide reliable integration times, which is crucial for the
deployment of digital twins as proxies in industrial settings.

The consistency in the median integration times across
most device models underscores the reliability of the PBC-
iDT method, emphasizing its potential to handle various
device models and sizes with a reliable baseline performance.
While individual outliers and instances of increased variabil-
ity are noted, they are an anticipated aspect of any system
dealing with a range of device complexities and capabilities.
These variations highlight the importance of a thorough anal-
ysis when implementing the PBC-iDT approach, ensuring
that the unique characteristics of each device model are
accounted for in the overall architecture. Moreover, the data
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derived from this evaluation empowers informed decision-
making, fostering streamlined development and deployment
practices within the proposed architecture.

B. QUALITATIVE ANALYSIS OF THE ARCHITECTURE

In this subsection, we present a qualitative analysis of the pro-
posed architecture, comparing it with conventional industrial
practices and their traditional limitations. Our architecture
stands out by enabling software-centricity through the uti-
lization of distributed iDTs as proxies, which in turn unlocks
composability and flexibility for the purpose-oriented digital
twins. This comparative analysis is based on the key prop-
erties and principles of SOA, microservices, and composable
& flexible architectures. We shall assess how our architecture
embodies these properties and which components within the
proposed framework contribute to achieving them, providing
a comprehensive understanding of its advantages in contrast
to traditional practices.

As summarized in Table 7, our proposed architecture
excels in key architectural properties, enabling reusabil-
ity, loose coupling, abstraction, discoverability, security,
modularity, autonomy, flexibility, automation, and com-
posability. Compared to conventional industrial practices,
our architecture offers advanced features in these aspects,
providing a strong foundation for purpose-oriented digital
twin development. This qualitative analysis underscores the
substantial advantages our architecture brings when com-
pared to traditional industrial practices, equipping industries
with the agility and adaptability needed to thrive in rapidly
evolving ecosystems.

VIil. CONCLUSION
In this article, we have introduced an innovative and
transformative approach to address the evolving landscape
of industrial digitalization. By leveraging the concepts
of software-centricity, microservices, and composability,
we have devised an architecture that facilitates the seamless
integration of distributed iDTs as proxies, thereby fostering
composability and flexibility in the development of purpose-
oriented cDTs. Our approach has been validated through a
PoC implementation, which includes the suitable selection
and deployment of vital VS core components, such as the
DTR, orchestrator, authenticator, and DTIR. Additionally, the
introduction of the PBC-iDT has expedited the development
and deployment of iDTs as proxies, further solidifying the
practicality and effectiveness of our proposed architecture.
Through the employment of our architecture, the devel-
opment of purpose-oriented cDTs has been made possible,
showcasing the architectural excellence achieved by encap-
sulating distinct functionalities tailored for specific industrial
purposes. This approach has been exemplified through a
use-case scenario, showcasing its capacity to seamlessly
orchestrate the actions of physical entities in response to
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dynamically changing requirements. The quantitative and
qualitative analysis further highlighted the performance and
architectural advantages, solidifying the significance of the
proposed architecture in fostering a more agile and efficient
industrial ecosystem.

While our proposed architecture introduces advancements
in industrial digitalization, several inherent limitations war-
rant consideration. The distributed nature of digital twins
introduces challenges related to data consistency, synchro-
nization, and security that warrant further investigation.
Furthermore, the integration of a broader range of legacy
systems and protocols may present challenges, requiring
comprehensive adaptation strategies to ensure seamless
interoperability and integration with existing infrastructure.

Looking ahead, our research lays the foundation for numer-
ous promising directions. The development of enhanced secu-
rity mechanisms, real-time data synchronization strategies,
and refined orchestration techniques will further strengthen
the applicability of our architecture. By persistently exploring
and innovating in these domains, we aspire to forge a
future where composite digital twins redefine the boundaries
of industrial possibilities. In conclusion, our work offers
a compelling vision of how distributed digital twins can
empower the industrial landscape with composability and
flexibility. By embracing software-centricity and adaptabil-
ity, we position industrial systems to meet the dynamic
demands of the future. Through continued research and
innovation, we aim to shape a future where cDTs redefine
the boundaries of industrial possibilities.
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